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PKI at the Crossroads: the Impact of the loT and more!
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I About this research

| 1,510 global respondents

THALES

| Covers US, Germany, India, UK, Brazil, Japan, 2017 PKI GLOBAL
Mexico, France, Arabia, Russian Federation, TRENDS STUDY
and Australia October 2017

| Part of Global Encryption Trends Study
published in April 2017

» Third year with PKI trends - Sigp & K%, “‘ g
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I Agenda

| Ongoing PKI challenges

| Increasing security maturity of enterprise PKis

| Increasing influence of the loT in PKI planning 0 1

| Takeaways
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I PKI state of the state

| Public Key Infrastructure

2 Issues and manages digital certificates for applications

» Technology, policies, and procedures

] Standards and products stable but /\
infrastructure implementation evolving
» Updated key lengths, algorithms
» Demands of new applications Issuing
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I How many applications does your PKI support?

| Continues torise 30%
Average
25%1- 24%  9a9, i
pplications
: 3 o
| Complicates 1
[+ H]
management G .
P 12%
5 10%k
E 6%
| Are initial oL
conditions still true?

0%

1eor2 Jord Soré 7Jor8 Qor10 100r 20 More than 20

Number of Applications
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Applications that use PKI credentials

I Cloud appliccﬂions SSL certificates for public facing websites
on the rise and services

Private networks and VPN

Public cloud-based applications and
services

Device authentication

| These are core
enterprise
qpplicqﬁons Enterprise user authentication

Private cloud-based applications

Email security

» Downtime or loss of
trust would have
severe impact Code signing

Document/message signing
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I Mixed bag for “challenges to enable applications to use PKI”

S0%

S0%

S0%

40%

30%
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0%

Signs of progress ««....

63% =
58% 58% =
56% -
54%% =
S2% <+ +=+222+ But challenges remain
A45% =
- oy A3%
- 42% A1% 41%
37% -
35% -
Existing PKI Mo ability No pre- Insufficient Insufficient Too much
is incapable to change existing PKI skills resources change or
of supporting legacy apps uncerftainty

new application
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| Increasing PKI security maturity



I Practices to secure PKI and Certificate Authorities

| Shows increasing
adoption of best

o
pqutlces Multifactor authentication for administrators _ 59%

Physical secure location - | 47%
Formal security practices (documented) _ 40%

| Less out-of-the-box CA
soﬂ'wqre use, more rigor Passwords alone without a second factor [N 29%

offline root CAs [N 28%
Isolated networks [N 21%

I HSM use eCIlpsed Strict record keeping (e.g., video recording, 13%
pqssword_only use for independent observers, etc.) _ 3%
the first time! 0%  10% 20% 30% 40% 50% 60%  70%
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Where HSMs are used

Offline root |

50%
48%
42%

(Offline) CA

Issuing CA |

43%
45%
46%

Online root

38%
37%
32%

g 9

Policy CA

30%
32%
27%

| HSM = Hardware

Registration Authority

22%
23%
19%

Security Module

OCSP responder

12%
10%
12%

> Certified, trusted platform
for crypto operations and

9%
Validation Authority 7%
5%

key protection
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Approaches to certificate revocation

L0% — Increases - ------ E
54%: -
52% :
50% -
469 469 z
A3% ===e2.== Decreases
40% |- 37% = 37% 37%
- 33% 33%
30% - -
= 24°%,
20% kL - 20%%:
109 -
02 -
Online Certificate  Automated CRL MNone Manual certificate
Status Protocol revocation list
(OCSP) (CRL)
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PKI deployment by industry sector

80% -

| Internal CA choice
correlates with 70% -
security maturity 60% -
and heavier 50% |
regulation 40% |

30% -
20% -
10% -
° L]
| Similar results from N
° I I ° ° FS IM PS TS HP SV RT HL CM CP EU EM
reg |O nq d nq YSIS Internal corporate certificate authority (CA) | 68% | 55% | 58% | 50% | 60% | 49% | 38% | 55% | 58% | 45% | 63% | 45%
Fxternally hosted private CA —managed | o606 | 3206 | 319 | 39% | 36% | 26% | 44% | 35% | 45% | 58% | 40% | 48%
H Internal corporate certificate authority (CA) ® Externally hosted private CA — managed service
FS = Financial services HP = Healthcare & pharma CM = Communications
IM = Industrial/manufacturing SV = Services CP = Consumer products
PS = Public sector RT = Retalil EU = Energy & utilities
TS = Technology & software HL = Hospitality & leisure EM = Entertainment & media
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I Increasing influence of the Internet
of Things (loT) in PKI planning

www.thalesesecur ity.com




I Most important trends driving PKI deployment

64%

| loT is mirroring the rapid rise
of cloud services

Cloud-based services 61%

Consumer mobile

| Logical given increased
enterprise PKl leverage and —

security investment \

Internet of Things (I0T)

40%

10%

I ExpeCi ada pfcﬂions to fit loT Regulatory environment 7%
environments

23%

ﬂ

0% 10% 20% 30% 40% 50% 60% 70%
mFY2015 mFY2016 mFY2017
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I Greatest areas of change for PKI planning/evolution

I 43% Of IOT deViceS in use External mandates and standarE 56%
will use will use digital N 149%
ore . New appllcatlon_s (e.g., Internet of 26%
certificates in the nexi < Things) o

two years w5

PKI technologies 26%
26%

I

"K

28%
Management expectations 26%

21%

|

| PKI deployment will —
eVOIVe to a Combinqﬁon Internal security policies 18%
. 20%
of enterprise-based and
CIOUd - bqsed Enterprise applications 220

19%

|

30%

i
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mFY2015 ®mFY2016 mFY2017
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PKl/loT customer example

| Problem

» Prevent counterfeiting
» Enable secure device authentication

Polycom

] Solution e eaves

CONSORTIUM
INDUSTRIAL INTERNET IN ACTION CASE STUDY

THALES E-SECURITY PROVIDES A ROOT OF TRUST FOR
POLYCOM PHONES

EXECUTIVE SUMMARY

2 Embed keys and certificates at the time of
manufacture

» nShield HSMs with CodeSafe working with
Microsoft PKI

» Professional Services

The name “Polycom” has long been synonymous with telecommunications and Voice over
Internet Srotocol (VolP) equipment from the deskiop o the conference room. The abilty to
istribute these connected devices &crass geographies offe ble furctionaltty but aiso
> securty
‘connections. In order o enhance fts Vo security, fohy
securty modules (HSM) to provide PK-based 0T de
phones 3 unkque denty, making it essier to identfy o
thuartrg. s

THE CHALLENGE

| Similar customers include set-top-box

September3, 2017 1

manvufacturers
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I PKI deployment/management challenges

° — %
| Ownership clashes No clear ownership [ — 0
and skill/resource

I AT

issues hqve Insufficient skills
plagued PKIs for -
yedars nsufficient resources [T

I 41%
Too much change or uncertainty

Necessary performance and reliability is hard to 3

| All signs are that loT achieve
prOjeCfS are Lack of visibility of the applications that will depend | 35%
on PKI
revealing very _
—— 349
similar Chdllenges Lack of clear understanding of the requirements

0% 10% 20% 30% 40% 50% 60% 70% 80%
= FY 2017

This document may not be reproduced, modified, adapted, published, I H I.\ L E S PO nel I I n
| '| 7 franslated, in any way, in whole orin part, or disclosed to a third party

without prior written consent of Thales - Thales © 2017 All rights reserved.



THALES Ponemﬁn
| Takeaways




PKl is a critical investment - foday and fomorrow

| Increased adoption

of best practices

» Mulfi-factor auth
2 HSMs

Issued Certificates Zone

Online Issuance Zone

‘g nShield Edge
Registration
Authority

Offline Security Zone

Vanilla laptop, can be

wiped after use.
Root CA nShield Edge

>

External hard
drive hosting
virtual machine

drive inc VM host and

Root CA external hard
HSM stored in Safe

'

nShield Edge nShield Edge

Issuing CA

|
I
|
il
|
|
|
:

» Certifications

r™y

| Planning and

skills/resources . @
important

g nShield Connect

Issuing CA

0

External hard drive External Hard Drive

N

X
)
»
°
) )

Online nShield Solo
Responder

NN N
N N

W1

Passwords, Passwords,
Smart Cards, Smart Cards,
Backups etc. Backups etc.

. J . J

65%

rate FIPS 140-2 rate Common

Level 3 as important
for PKI

_____%%______
&

Criferia EAL Level
4+ as important
. for PKI

Safe Backup Safe

hittps://www.thalesesecurity.com/products/general-purpose-hsms
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I PKI provides an important component of Trust for the loT

THALES Producn  Sokmions  Serces  formen  Abowt ([l

| If you can't trust the datq, .y

loT Security: Bringing Trust to the loT

there’s no point in collecting
it, analyzing it, or making
business decisions based on it

» Trust starts at the device with
authentication

» Code signing and
encryption/key management
address device integrity and
data protection through an loT
ecosystem

hitps://www.thalesesecurity.com/iot
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